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Remote Access User Guide

1 OVERVIEW

The purpose of this document is to provide a guide for Remote Access to legacy VPN services via the
new State Street Remote Access (SSRA) platform.
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2 TRUSTED ACCESS

Remote Access to State Street’s network from a corporate Laptop

2.1 First Time Login Steps for NetScaler Trusted Access from Corporate
Windows Device

2.1.1 Verify Gateway VPN Plug-in

Prior to connecting, verify the VPN plugin is installed on your PC.

To validate that the plug-in is installed, Go to the Windows icon, select all programs and look for a
Citrix folder. Ensure the following icon is present

@ Citrix Gateway

If the Gateway plugin isnot present, contact the Service Desk for assistance.

2.1.2 Logginglin

Open Internet Explorer and point your browser to: https:/access.statestreet.com (or
https://remote.statestreet.com if you have been onboarded into the Desktop as a Service (DaaS) solution)

This should take you to Sign-in page.

Enter your 1D, LAN Password, Select Domain and enter SecurlD PIN/Token.
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a = https://access-us.statestreet.com/logon/LogenPoint/tmindechtml Lo-ac access-us.statestreet.com 3

|| File Edit View Favorites Tools Help

|

Welcome to the State Street Remote Access Portal

Please log on
User name:

Password:

STATE STREET Domain Select Your Domain

SecurlD®

Submit

“Your SecuriD is the passcode on your soft token or PIN plus passcode from your hard token

For assistance or technical support, please contact the State Street global Help Desk which can be reached at 617-985-HELP (4357)

You are entering a State Sireet system or network. This system or network is o be used only for authorized State Street business purposes, or for customers only for authorized business purposes in accordance
with the ferms of customer agreements with State Sireet, and the terms and conditions of use applicable fo this system or network. Only State Sireet approved and licensed software is permitted on this system or
nefwork. Your unauthorized access or use of this system or nefwork and any unauthorized distribution of any information contained on this system or network is a violation of State Street intemal policies and may
be a violation of law. Your use of this system or network may be recorded and monitored by State Street systems personnel, and you consent fo such monitoring and recording. For customers, if users share

personal data, inciuding logon credentials, with an unauthorized external party, they may compromise the customers confidential information and State Street shall have no liabilfty or responsibilty for the integrity

and security of the cenfidential informaion. nogrdcas52a

Figure 1: Sign-on Page

2.1.3 Running the EPA

Once logged in you will be prompted to run the EPA Scan. Choose always to continue.
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(@) Citrix Gateway X

CIiTRIX Gateway

Gateway Server  access-dr.statestreet.com

In order to access specific corporate resources, an endpoint analysis scan is required. Information about your system is
sent to your corporate network for further evaluation.

Do you wish to run the scan?

Figure 2: Run EPA

2.1.4 VPN Tunnel Activation

When the EPA Scan is complete, the Gateway plug-in will proceed to download the configuration and
start the VPN Tunnel.

Be paitent and wait for the connection to be established.

Once the tunnel is active your Browser window should be redirected to the mysite.statestr.com
homepage.

You should now see the following icon in the system tray . Blue coloring indicates the plug-in is
connected.

Left clicking the Icon brings up the Gateway Status Window.

2.1.5 Logging Off

Left click on the Gateway icon from the system tray , then select Logoff.
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(o Citrix Gateway

CIiTRIX Gateway

Connection URL
access-us.statestreet.com Home page

Current Session
® Started at 03:11:11 PM May 1, 2019

Connection Duration: 0d00h02m 255
Internal network address :
Data Sent:

Data Received:

Figure 3: Logoff

2.1.6 Subsequent Logons

T he browser must be used for subsequent logons. Clicking on the plugin appearsto provide login capabilities,
however you will get an error stating ““No active policy during authentication” when using this method.

CIiTRIX Gateway

= Login

Connection access-us.statestreet.com v

\
I ® No active policy during authentication

Page 7
© 2020 State Street Corporation Classification: General



3 UNTRUSTED ACCESS

Remote Access to State Street’s network from a personal device.

3.1 Access from a Windows device

Supported OS and Browser Platforms

Windows 7 Internet Explorer 9 and 10, and 11; Google Chrome
Release 30 or later; Mozilla Firefox Release 24 or
later.

Windows 10 Internet Explorer 11; Google Chrome Release 30 or

later; Mozilla Firefox Release 24 or later; Microsoft
Edge is not supported.

3.1.1 Logginglin

Open your browser and enter the following address: https:/access.statestreet.com (or
https://remote.statestreet.com if you have been onboarded into the Desktop as a Service (DaaS) solution)

This should take you to Sign-in page.

Enter your 1D, LAN Password, Select Domain and enter SecurlD PIN/Token.
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a-%) https://access-us.statestreet.com/logan/Log: / PO~ @2 | @ access-usstatestrestcom % 3

[| File Edit View Favorites Tools Help

Welcome to the State Street Remote Access Portal

Please log on
User name
Password:

STATE STREET Domain: Select Your Domain

SecurlD®

Submit

Your SecuriD is the passcode on your soft token or PIN pius passcode from your hard token.

For assistance or technical support, please contact the State Street global Help Desk which can be reached at 617-985-HELP (4357)

You are entering a State Street system or network. This system or network s to be used only for authorized State Street business pumoses, or for customers only for authorized business purposes in accordance
with the terms of customer agreements with State Street, and the terms and conditions of use applicable o this system or network. Only State Street approved and licensed Software is permitted on this system or
nefwork. Your unauthorized access or use of this system or nefwork and any unauthorized distribution of any information contained on this system or network is a violation of State Street intemal policies and may
be a violation of law. Your use of this system or network may be recorded and monitored by State Street systems personnel, and you consent to such monitoring and recording. For customers, if users share
personal data, including logon credentials, with an unauthorized external parly, they may compromise the customers confidential information and State Street shall have no liability or responsibiliy for the integrity
and security of the confidential information. nogrdcass2a

Figure 4: Sign-on Page

First time userswill see the following page:

3.1.2 EPAInstall
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Welcome to the State Street Remote Access Portal

Please log on

Citrix Gateway End Point Analysis

Before connecting to your organization's intemal network, we need to
check that your computer meets certain requirements.

STATE STREET

Checking if the plug-in is installed

We couldnt detect an EPA Plugin on your system. please click on the
download button to install it and proceed.

Your SecurlD is the passcode on your soft token or PIN plus passcode from your hard foken

For assistance or fechnical support, please contact the Stale Street global Help Desk which can be reached at 617-985-HELP (4357)

You are entering a State Street system or network. This system or network is to be used only for authorized State Street business purposes, or for customers only
for authorized business purpoeses in accordance with the terms of customer agreements with State Street, and the terms and conditions of use applicable to this
system or network. Only State Street approved and licensed software is permitted on this system or network. Your unauthorized access or use of this system or
network and any ur i istril of any ir ion contained on this system or network is a violation of Stale Street infernal policies and may be a
violation of law. Your use of this system or network may be recorded and monitored by State Sireet systems personnel, and you consent to such monitoring and
recording. For customers, if users share personal data, including logon credentials, with an unauthorized external party, they may compromise the customers
confidential information and State Street shall have no liability or responsibility for the integrity and security of the confidential information. gcjagwi

Figure 5: EPA Download

Click Download to install the EPA Plug-in for end point analysis.

Select Run from the following window.

Do you want to run or save nsepa_setup64.exe (937 KB) from access-us.statestreet.com?

'j}‘ This type of file could harm your computer. Run Save | ¥ Cancel

A Windows Installer panel should appear.
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| j&) Citrix Gateway Endpoint Analysis Setup

Please read the Citrix G
License Agreement

CITRIX(R) LICENSE AGREEMENT

[Use of this component is subject to the Citrix license
covering the Citrix product(s) with which you will be
using this component. This component is only licensed
for use with such Citrix product(s).

CTX_code:EP_R_A324%90

Upon installation, the Citrix Gateway plug-in files are added to
the Windows Firewall whitelist.

Install

Figure 6: EPA Install
Click Install and follow the prompts to complete the install.

3.1.3 Runningthe EPA

You will be prompted to run the EPA Scan. Choose always to continue.

Citrix Gateway

CiTRIX Gateway

Gateway Server  aC cess-dr.statestreet.com

In order to access specific corporate resources, an endpoint analysis scan is required. Information about your system is
sent to your corporate network for further evaluation.

Do you wish to run the scan?

Figure 7: Run EPA
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3.1.4 Accessing your Desktops, VDI’s or Applications.

Once logged in you will see the Portal Landing page. From the Tabs at the top of the Page choose “Desktops” for
VDI’s and Remote Desktop or “Applications” for published Citrix Applications.

STATE STREET

Figure 8: Run EPA

3.1.5 Logging out

Close out any VDI , RDP or Citrix Application Sessions.

Click on your name in the upper right hand corner and select Log Off.

3.2 Access From a Mac

Supported OS and Browser Platforms

Mac OS X (10.9 and later) Safari 7.1 or later; Google Chrome Release
30 or later; Mozilla Firefox Release 30 or
later.

Mac OS Catalina (10.15) VDI Access requires Citrix Workspace App
(19.10.1 release)

3.2.1 Logginglin

Open your browser and enter the following address: access.statestreet.com

This should take you to Sign-in page.

Enter your 1D, LAN Password, Select Domain and enter SecurlD PIN/Token.
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Welcome to the State Street Remote Access Portal

Please log on
User name:

Password

STATE STREET

Domain: Select Your Domain

SecurlD®

Submit

Your SecurlD is the passcode on your soft foken or PIN pius passcode from your hard token

For assistance or technical support, please contact the State Street global Help Desk which can be reached at 617-985-HELP (4357)

You are entering a State Street system or network. This system or network is to be used only for authorized State Street business purposes, or for customers only for authorized business purposes in accordance

the terms of customer agreements with State Sireet, and the terms and conditions of use appliicable to this system o network. Only State Street approved and licensed software is permitted on this system or
network Your unauthorized acoess or s of this system or network and any unauthorized distribution of any information contained on this system of networlcis a violation of State Street intemal policies and may
be & violation of law. Your use of this system or network may be recorded and monitored by State Street systems personnel, and you consent to such monitoring and recording. For customers, if users share
personal data, including logon credentials, with an unauthorized external parly, they may compromise the customers confidentiel information and State Sireet shall have no liability or responsibility for the integrity
and security of the confidential information. nogrdcas52a

Figure 9: Sign-on Page

3.2.2 Accessing your Desktops, VDI’s or Applications.

Once logged in you will see the Portal Landing page. From the Tabs at the top of the Page choose
“Desktops” for VDI’s and Remote Desktop or “Applications” for published Citrix Applications.
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STATE STREET

3.2.3 Logging out

Close out any VDI , RDP or Citrix Application Sessions.

Click on your name in the upper right hand corner and select Log Off.

3.3 Required Components

3.3.1 Virtual Desktop — VDI

Citrix Receiver (Now called Citrix Workspace) is required to connect to your VDI from your home computer.
Note: Mac OS Catalina (10.15) requires Workspace release 19.10.1 or higher.

Browse to www.citrix.com, Select downloads from the Citrix Site.

Choose Citrix Workspace App.

Now Choose Workspace App for the relevant OS, i.e. Windows or Mac.

Run or Download and install the package.

3.3.2 Remote Desktop — RDP

An RDP Clientisrequired to connect to your physical State Street desktop.
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3.3.2.1 Windows

Most versions of Windows will contain the RDP Client. However the low end base or Home editions may not.
You can install this client by signing into the Microsoft Store and downloading the free client.

3.3.2.2 Mac

Macs do not come with an RDP client. Go to the App Store on your Mac and search for Microsoft RDP. Locate
Microsoft Remote Desktop 10, then click Get, then click Install.

Microsoft Remote Desktop 10
Work from anywhere GET

A note about SSC laptopsand remote desktop access: Using a State Street (trusted) laptop for remote desktop
work is against SSC policy. Employeesthat have been issueda SSC laptop are expected to take it home to work
from, not leaveit in the office.
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